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7t December 2023
Dear Parents/Carers,

Re: Mobile phone use, Snapchat, WhatsApp & TikTok

There has been an increase in inappropriate use of online platforms such as Snapchat, WhatsApp and TikTok
in Year 6.

Examples of misuse are:

e Videoing or voice recording other people without their consent and sharing these videos amongst group
chats

e Snapchat instant messaging of offensive or upsetting messages with often inappropriate connotations.

e Creating groups, including older siblings and excluding children from these groups as a form of bullying.

We provide a comprehensive in depth PSHE curriculum, which you can find further details about on our
website for Year R through to Year 6. We are addressing the above examples inhouse and the children have
received an additional PSHE assembly on appropriate use of these platforms.

The age rating for Snapchat is 13+, TikTok is 13+ and the WhatsApp age rating is 16+. As a community, can
we work together to keep our children safe online.

We have a mobile phone policy at the school, and this can be found in its entirety on our website but these
are the expectations:

e Pupils are not permitted to have mobile phones/devices at school or on trips
e Ifinthe rare event of a parent wishing for his/her child to bring a mobile phone/device to school to
contact the parent after school:
» the phone must be switched off, handed in, and put in the class basket to be stored in the teacher
cupboard for the day.
» the phone needs to be collected by the child at home time and not switched on until outside the
school gates.
» All mobile phones are left at the owner’s risk.
> Smart watches must be on silent and not used to take any images or recordings on school grounds
> If a pupil is found using their mobile phone or any other technology onsite this device will be kept in
the main school office for parents to collect

As always, if you have any further suggestions or questions, please do not hesitate to contact me or any
member of the Year 6 team and we thank you for your ongoing support in this matter.

Best wishes,

Miss Hastings
Year 6 Phase Lead
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The following information is on the NSPCC website as to the age restriction of these apps and the way in
which they are used and what steps you can take to keep your children safe:

WhatsApp: https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-blog/2023-01-12-is-

whatsapp-safe-for-my-child/

Tips to help keep your child safe on
WhatsApp

et to know privacy settings
There are four main settings that you can use to help your child control who can see their information:

1. Everyone — allows all users to see your profile photo, about or status.

2. My contacts — only allows people from your phone contacis to see your profile photo, about, status, last seen and
online.

3. My contacts except... — allows you to exclude certain people in your phone contacts from seeing your information.

4. Nobody — deesn't allow anyone to see your information.

The default selting on WhatsApp is 'everyone’ but you can help your child to set their privacy controls by clicking the
‘seflings’ cog and selecting ‘privacy’. Here you can select each type of information and change it to the setfing that you
want.

To prevent children being added to groups by people they don't know, we recommend changing the group settings to
‘My contacts except’ and using the tick icon to select all contacts. This option means only your child’s phone contacts,
except those you exclude, can add your child to groups. But by selecting all condacts, it means that nobody can add
your child to a group chat without first sending them an invitation.

In the same seclion, you can also swilch off ‘read receipts’, which means other people cannot see when you have read
their message. This might help if your child is feeling under pressure to respond to messages.

Make use of safety features

Show your child how to block and report other users of the app or inappropriate content. For information on how o
block or report on WhatsApp visit How to block and report contacts | WhatsApp Help Center.

Talk about gharing

Talk to your child regularly about wihat they should and shouldn't share with others on WhatsApp. You can read more
about this here: Social media | HSPCC

Remind your child that, even if they think what they are sending will stay private, others might save, forward or
screenshot it. Talk to them about making sure others are comfortable with what they are sending and let them know
they can come to you if they are womed about something they have shared on the app.

Set rules about location sharing

Decide with your child if it is appropriate for them to share their location with others and who they are allowed to share
it with. 'ou can disable location permissions by going inte your device setfings and switching off location services for

WhatsApp.
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Snapchat: https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-blog/is-snapchat-

safe-for-my-child/

Tips to help keep your child safe on Snapchat

1. Make sure they sign up with the correct age

Set up your child's Snapchat account together to make sure they sign up with correct age. This will
automatically enable settings that help to limit unwanted contact from adults and access to certain
features.

2. Talk to them about how to feel good on social media

Children and young people can face lots of different pressures online. Use Childline’s advice about How
to feel good on social media to help give them the tools to manage their wellbeing online.

3. Set rules around friends

Before your child starts using the app, talk to them about who they can be friends with on the app. Tell
them to come to you if they receive a friend request from someone they don't know.

4. Know where to report

There is a chance that your child could come across inappropriate or upsetting content on Snapchat. If
this happens, you should report it to the platform. To report a Snap or a story, press and hold on it, then
select ‘Report Snap’.

5. Talk about what is ok / not ok to share

Ensure that your child knows what personal and private information is, and what is, and is not,
appropriate to share online.
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TikTok: https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-blog/child-safe-

settings-tiktok/
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How to keep your child safe on TikTok using
safety settings

There are six security settings that can help you to keep TikTok safe for your child and prevent them seeing anything that
might worry or upset them:

1. Family Pairing
This allows you to connect your child's account with your own. It gives you access to parental controls to help manage
who they can speak to and how long they can spend on the app.

2. Private account
Setting your child’s account to private means that only approved followers will be able to watch their videos.

3. Restricted mode
This feature helps to filter out videos that may contain inappropriate or adult topics and stop them appearing on your
child’s 'For You Page'.

4. Comment filters
Enable to manage who can comment on your child's videos and stop inappropriate comments from appearing on their
feed.

5. Direct messages
This can help them manage who can contact them privately on the app. You can choose who can send them direct
messages by selecting ‘Friends only’ or ‘No one’.

6. Daily screen time

This setting allows you manage how long your child can spend on the app. You can set a daily time limit, and once it's
up you'll need to enter a passcode to keep using the platform.

Explore TikTok’s Guardian Guide for more information.
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